Special Meeting Agenda

PUD Board of Commissioners
Tues, Jan 25,2022 10:00 AM
Zoom

Port Townsend, WA 98368 leﬁerson Count
Public Utility Dlstru:t

To join online go to: https://zoom.us/my/jeffcopud. Follow the instructions to login. Meetings will open 5

minutes before they begin. TOLL FREE CALL IN #: 833-548-0282, Meeting ID# 4359992575#.

Call to Order

Per the Governor's Extended Proclamation 20-28 and in response to the COVID-19

Pandemic, Jefferson County PUD is no longer providing an in-person room for
meetings of the BOC. All meetings will be held remotely via Zoom until otherwise
informed by the Governor. Participant audio will be muted upon entry. Please
unmute at the appropriate time to speak. If you are calling in, use *6 to mute and
unmute and "9 to raise a hand to request to speak.

Agenda Review
Presentation

3.1 Meter Updates

3.2. Cross Connections

Agenda Report for Cross Connection Program 220125 Final.pdf 4

Resolution Cross Connection Control Program 220125 Final @

Appendix 10-3 Cross Connection Program 2021 WSP - Updated
220125 - mark-ups.pdf &

3.3.  Riskand Resilience and Emergency Response Plan
Presentation

Agenda Report for RRA and ERP Discussion.pdf 2%

JPUD Board RRA Presentation 220125.pdf 2%

3.4. Broadband Updates
Grant App Matrix 2022.pdf &
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Adjourn
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PUD

Jefferson County
Public Utility Dlstrlct

AGENDA REPORT
DATE: January 25, 2022
TO: Board of Commissioners
FROM: Samantha Harper, P.E.
RE: Update to the PUD’s Cross Connection Control Program

BACKGROUND: The PUD has an existing Cross Connection Control program, which was and has
been part of the JPUD’s water system plan.

The objectives of the cross-connection control program are to:

e Reasonably reduce the risk of contamination of the public water distribution system; and

* Reasonably reduce the PUD’s exposure to legal liability arising from the backflow of any
contaminant originating from the customer’s plumbing system and then supplied to other
customers

A cross connection may be defined as “any actual or potential physical connection between a
potable water line and any pipe, vessel, or machine that contains or has a probability of containing
a non-potable gas or liquid, such that it is possible for a non-potable gas or liquid to enter the
potable water system by backflow.”

ANALYSIS/FINDINGS: PUD staff is proposing updated language and clarifications to the existing
Cross Connection Control Program. The nature of the updated language is to help clarify
responsibilities for the PUD and new and existing customers; the addition of specialized
plumbing examples that are specific to the PUD water systems; and a summary of program
requirements.

The recommended changes are shown in the current PUD Cross Connection Control Program.

During the meeting, Staff will provide information on improvements and implementation next
steps of the Cross Connection Control Program.

FISCAL IMPACT: None

RECOMMENDATION: Approval of Resolution 2022-0XX updating of the PUD’s Cross Connection
Control Program

Attachment: Resolution 2022-0XX

Ph (360) 385-5800 jeffpud.org 310 Four Corners Road, Port Townsend, WA 98368
Public Utility District No. 1 of Jefferson County is an Equal Opportunity Provider and Employer

Page 3 of 51



Cross Connection Control Program, line-in line out version

Page 4 of 51



PUBLIC UTILITY DISTRICT NO. 1
OF
JEFFERSON COUNTY

RESOLUTION NO. 2022-XX

A RESOLUTION of the Board of Commissioners of Public Utility District No. I of
Jefferson County, Washington ("The PUD"), revising, updating and approving certain
changes to the PUD’s Cross Connection Control Program.

WHEREAS, all public water systems are required to develop and implement cross-
connection control (CCC) programs. The CCC requirements are contained in Washington
Administrative Code (WAC) 246-290-490 of the Group A Drinking Water Regulations; and

WHEREAS, the PUD has an existing Cross Connection Control Program; and

WHEREAS, the updated 2022 Cross Connection Control Program will replace the
existing Cross Connection Control Program in its entirety.

NOW, THEREFORE, BE IT RESOLVED, by the Board of Commissioners of Public Utility
District No. 1 of Jefferson County, Washington as follows:
Section 1. The foregoing recitals are hereby incorporated into this Resolution.

Section 2. The PUD adopts the 2022 Cross Connection Control Program, attached and incorporated
in Exhibit A.

ADOPTED by the Board of Commissioners of Public Utility District No. 1 of Jefferson County,
Washington, at a regular open meeting held this 18th day of January 2022.

Kenneth Collins, President

Jeff Randall, Vice President

ATTEST:

Dan Toepper, Secretary
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Section 1 - Requirements and Objectives

Public Utility District No. 1 of Jefferson County, hereinafter referred to as “the Purveyor”, has the
responsibility to protect the public water system from contamination due to cross connections. A cross
connection may be defined as "any actual or potential physical connection between a potable water
line and any pipe, vessel, or machine that contains or has a probability of containing a non-potable gas
or liguid, such that it is possible for a non-potable gas or liquid to enter the potable water system by
backflow.”

1.1 Primary Requirements

All public water systems are required to develop and implement cross-connection control (CCC)
programs. The requirements are contained in WAC 246-290-490 of the Drinking Water Regulations. The
Public Utility District No. 1 of Jefferson County (hereinafter referred to as the Purveyor) has the
responsibility to protect its public water systems from contamination due to cross connections

The elements of a CCC program are as follows:

Establishment of Legal Authority and Program Policies
Evaluation of Premises for Cross-Connection Hazards
Elimination and/or Control of Cross-Connections
Provision of Qualified Personnel

Inspection and Testing of Backflow Preventers

Quality Control of Testing Process

Response to Backflow Incidents

Public Education for Consumers

Record Keeping for CCC Program

10 Special Requirements for Reclaimed Water Use

WO NOULAEWNRE

Other CCC program provisions include:
e Coordination with the Local Administrative Authority;
*  Written Agreement with the Local Administrative Authority, recommended;
e Prohibition of Return of Used Water; and
e Inclusion of a written CCC program in a Water System Plan (WSP) or a Small Water System
Management Plan (SWSMP).

PUD Cross Connection Control Program (Resolution 2022-0XX)
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1.2 Objectives

The CCC Programs objectives are to:
* Rreasonably reduce the risk of contamination of the public water distribution system; and

* Rreasonably reduce the Purveyor's exposure to legal liability arising from the backflow of any

contaminant originating from the customer's plumbing system and then supplied to other
customers.

1.3 Other Provisions

Other CCC program provisions include, that the PUD will:

e Coordination with the Local Administrative Authority (local building or plumbing official)
regarding CCC activities;

e Written Agreement with the Local Administrative Authority, recommended;

e Prohibition of Return of Used Water into the public water system (PWS) distribution system;
and

e Inclusion of a written CCC program in a Water System Plan (WSP) or a Small Water System
Management Plan (SWSMP).

1.4 Summary of Program Decisions

The following table summarizes the major policy and program within the PUD’s CCC Program. The
items in the table represent CCC program areas that have more than one acceptable approach or

option.

CCC Program Summary Table for the
PUD’s CCC Program

Decision Item Decision

1. Type of Program [Resolution 02-012]

a. Premises isolation only X

b. Premises isolation and in-premises protection (combination program)

2. Extent of Coordination with LAA [WAC 246-290-490(2)(d)]

a. Information exchange

I><

b. Interaction

c. Joint program

PUD Cross Connection Control Program (Resolution 2022-0XX)
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Decision Iltem Decision

3. Relationship with Customer [Element 1]

a. Signed service agreement or contract

I><

b. Ordinance/resolution; implied service agreement

4. Enforcement of Corrective Action [Element 1]

I><

a. Rely upon shut-off of water service

b. Rely upon purveyor-installed premises isolation

5. Assessment and Re-assessment of Hazard [Element 2]

a. By purveyor’s staff or equivalent

X1

b. By cross-connection control specialist (CCS) employed by customer;
report reviewed by purveyor’s CCS

6. Location and Ownership of Premises Isolation Assembly [Element 3]

a. On purveyor’s service line

I><

b. On customer’s service line

7. CCS Option — Purveyor’s Program Management [Element 4]

I><

a. Purveyor’s staff member certified

b. Inter-agency agreement or use other agency’s CCS

c. Contract with consultant CCS

8. Testing of Assemblies [Element 5]

a. By purveyor’s staff or purveyor-employed backflow assembly tester (BAT)

I><

b. By customer-employed (contractor) BAT

9. Cost Recovery [Resolution 02-012, Conditions for Providing Service Item 5]

a. Borne by all customers (general water rates)

b. Assessed to specific class (commercial meters)

I><

c. Each customer directly bears cost

Section 2 - REQUIRED ELEMENTS OF PROGRAM

Washington State Department of Health requires that a Cross-Connection Control Program include
certain elements. The elements are listed in WAC 246-290-490(3). These elements are summarized in
this section together with a description of how the water system intends to comply with the program
element.

2.1 Element #1: Establishment of Legal Authority and Program Policies

The PUD has adopted a resolution (Resolution No. 02-012), Water System Plan 2020 Update, Volume
1, Appendix 10-2, which authorizes the Purveyor to implement a CCC program. The resolution also
authorizes the system to terminate water service to consumers who do not comply with the resolution.
However, the primary method for protection of the distribution system shall be the installation of a
backflow prevention assemblies. (Resolution No. 02-012 Conditions for Service Items 6 and 9).

The PUD will provide the customer with the Conditions for Providing Service from Resolution No. 02-
012.

PUD Cross Connection Control Program (Resolution 2022-0XX)
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For customers supplied prior to the adoption of the attached resolution, an implied service contract
allows the Purveyor to protect the distribution system from contamination through a system-installed
backflow preventer on a customer's service.

The written and implied contract terms are discussed further under Element 3.

2.2 Element #2: Evaluation of Premises for Cross-Connection Hazards

Cross-Connection-Hazard Surveys—The procedures for evaluating the backflow prevention

requirements for new and existing customers are as follows:

* For all new non-residential services, the Purveyor will require that the customer submit with the
application for water service an evaluation (performed at customer’s expense) by a WA State
Department of Health (DOH) certified cross-connection control specialist (CCS) of the hazard
posed by the proposed plumbing system, with recommendations for the installation at the
meter of either a double check valve assembly (DCVA) or a reduced pressure principle backflow
assembly (RPBA). The Purveyor, at the discretion of the Director, may accept the
recommendation or submit the recommendations to a CCS employed by the System for peer
review and concurrence before acceptance.

As an alternative to the above requirement for a survey by a CCS, the customer may agree to install an
AG or RPBA for premises isolation as a condition of service.

* For all new residential services, the Purveyor will require that the customer submit with the
application for water service a completed "Water Use Questionnaire.” If the customer's reply
indicates special plumbing, such as a lawn sprinkler system, the customer shall submit an
evaluation by a WA DOH certified CCS of the hazard posed by the proposed special plumbing
system, with recommendations for the installation at the meter of either a DCVA or RPBA

As an alternative to the above requirement for a survey by a CCS, at the discretion of the Director, the
Purveyor may specify the backflow preventer required to be installed as a condition of service.

* For all existing non-residential services, the Purveyor will require the property owner or
occupant to submit, within nine months of notification, an evaluation by a WA DOH certified,
CCS, of the hazard posed by the plumbing system, with recommendations for the installation at
the meter of either a DCVA or RPBA. The Purveyor, at the discretion of the Director, may accept
the recommendation or submit the recommendations to a CCS employed by the System for
peer review and concurrence before acceptance.

As an alternative to the above requirement for a survey by a CCS, the customer may agree to install an
air gap (AG) or RPBA for premises isolation within 90 days or a time acceptable to the Purveyor.

PUD Cross Connection Control Program (Resolution 2022-0XX)
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* For all existing residential services, the Purveyor will require the property owner or occupant to
submit within four months of notification, a completed "Water Use Questionnaire.” If the
customer's reply indicates special plumbing, the customer shall submit an evaluation by a
purveyor pre-approved, WA DOH certified, CCS of the hazard posed by the special plumbing
system, with recommendations for the installation at the meter of either a DCVA or RPBA.

As an alternative to the above requirement for a survey by a CCS, at the discretion of the Director, the
Purveyor may specify the backflow preventer required to be installed as a condition of service.
Guidance on the type of backflow preventer will be provided by the Purveyor's CCS.

* For existing services, should the customer fail to supply the required information for a hazard
assessment or a completed “Water Use Questionnaire,” the Director may have the assessment
made by a CCS employed by the Purveyor, require the installation of an RPBA for premises
isolation, or take other such actions consistent with the previously stated policies.

The schedule for initial hazard assessment is outlined in the table following. The schedule is based
upon time after establishment of the program.

Initial Assessment Task Schedule
Assessment of all new connections. At time of application for water service

Identification and assessment of high hazard Within 9 months
premises which are listed on Table-STable 13.

Identification and assessment of hazardous Within 12 months
premises supplemental to Table-STable 13 list.

Identification of residential connections with Within 15 months
special plumbing facilities.

For subsequent cross connection surveys, procedures for evaluating the backflow prevention
requirements are:

1. For residential services, the Purveyor will require the customer to submit, within two months of
Purveyor notification, a completed "Water Use Questionnaire.” The procedure for evaluating
the need to change the hazard assessment, and thus require a change in the backflow
prevention, will be the same as the procedure for the initial assessment.

2. For all commercial services, the Purveyor will require the customer to submit a reevaluation (at
customer expense) of the hazard assessment by a WA DOH certified CCS.

3. The frequency of re-evaluation shall be as shown in the following table:

Type of Service Frequency of Re-Evaluation

PUD Cross Connection Control Program (Resolution 2022-0XX)
Page | 5

Page 15 of 51




Any services with RPBA installed for premises
isolation

None required if the RPBA passes tests and
inspection

Commercial services with DCVA installed for
premises isolation

Every 2 years and upon change in use or
ownership

[Combination or Joint Program Alternative:
Commercial services when purveyor relies upon
in-premises protection]

Every 2 years and upon change in use, ownership,
or plumbing system

Residential services with special plumbing and
the purveyor relies on compliance with Uniform
Plumbing Code

Every 2 — 3 years (questionnaire)

Residential services with DCVA installed for
premises isolation.

Every 4 — 5 years (questionnaire)

Residential services with no known special
plumbing

Every 4 — 5 years and upon change in use,
ownership, or plumbing system (questionnaire)

The Purveyor will inform the customer that the Purveyor's survey of a customer's premises, whether by
a representative of the Purveyor or through the evaluation of a questionnaire completed by the
customer, is for the sole purpose of establishing the Purveyor's minimum requirements for the
protection of the public water supply system, commensurate with the Purveyor's assessment of the
degree of hazard. The Purveyor will inform the customer or any regulatory agencies that the Purveyor's
survey, requirements for the installation of backflow prevention assemblies, lack of requirements for
the installation of backflow prevention assemblies, or other actions by Purveyor personnel or agent
does not constitute an approval of the customer's plumbing system, or an assurance to the customer or
any regulatory agency, of the absence of cross connections.

2.3 Element #3: Elimination and/or Control of Cross-Connections (Backflow Prevention)

2.3.1 Backflow Preventer Requirements

The following service policy shall apply to all new and existing customers:

Non-Residential Customers

1. The Purveyor will require that water service to all non-residential customers, be isolated at the
meter by a Purveyor approved Double check valve assembly (DCVA) or reduced pressure principle

backflow assembly (RPBA).

1.1 All customers described in TableSTable 13 of WAC 246-290-490 shall be isolated with a RPBA.
1.2 All other non-residential customers shall be isolated W|th a DCVA. Per—e*s%mg—eemme#era#and—

eheek:In lieu of isolation with a DCVA, other residential customers, with the concurrence of the

Purveyor’s CCS, may install in-premise protection commensurate with the degree of hazard, as

determined by the Purveyor’s CCS.

PUD Cross Connection Control Program (Resolution 2022-0XX)
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Residential Customers

2:1.  Water service to all residential customers, will be isolated at the meter by a Purveyor installed
meter check valve (single or dual), except where the customer has special plumbing that increases
the risk to the Purveyor's distribution system, such as, but not limited to, the following:

* alawn irrigation system
e asolar heating system

e swimming pools

* abooster pump/station

e an auxiliary source of supply, e.g., a well or creek
* piping for livestock watering, hobby farming, etc.
* residential fire sprinkler system

e property containing a small boat moorage

The Purveyor will require all residential customers with special plumbing described in Table STable 13
of WAC 246-290-490 be isolated with a RPBA. All other residential customers (with special plumbing)
shall be isolated with a DCVA.

All Customers

For all customers that have a written service contract with the Purveyor, the premises isolation DCVA or
RPBA required above shall be:
* Purchased and installed by the customer (at the customer's expense) immediately downstream
of the water meter in accordance with the Purveyor's standards described hereinafter.
* Maintained, tested, and inspected in accordance with the Purveyor's standards described
hereinafter.

Customers without written contracts are considered to have an implied contract that requires the
customer to bear all reasonable costs of service. The Purveyor will install the required DCVA or RPBA on
the service, upstream of the meter, and charge the customer for the cost of the initial installation, and
all future maintenance, testing and repair, as set forth in the Purveyor's schedule of rates and charges.
The failure of the customer to pay these costs shall constitute the customer's breach of contract, and
the Purveyor will proceed with the established delinquency of payment procedures. As an alternative,
the customer may sign a service contract, and install the required backflow preventer downstream of
the meter.

For new customers, the Purveyor will not turn on water (except for testing purposes) at the meter until
the customer complies with the above requirements.

The failure of the customer to comply with the above installation and maintenance requirements shall
constitute the customer's breach of contract. The Purveyor may then proceed with corrective action
provisions stipulated in the contract.

PUD Cross Connection Control Program (Resolution 2022-0XX)
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2.3.2 Approved Backflow Preventers and Installation

All backflow preventers relied upon by the Purveyor to protect the public water system shall meet the
definition of “Approved backflow preventer” as contained in WAC 246-290-010. The Purveyor will
obtain and maintain a current list of assemblies approved for installation in Washington State from
DOH. All backflow preventers must be installed:

* In the orientation for which they are approved.

* Inamanner and location that facilitates their proper operation, maintenance, and testing or
inspection. Installation standards contained in the PNWS-AWWA Manual or the USC Manual
shall be followed unless the manufacturer’s requirements are more stringent.

* In a manner that will protect them from weather-related conditions such as flooding and
freezing.

* In compliance with applicable safety regulations.

The Purveyor has no regulatory responsibility or authority over the installation and operation of the
customer's plumbing system. The customer is solely responsible for compliance with all applicable
regulations, and for prevention of contamination of his plumbing system from sources within his/her
premises. Any action taken by the Purveyor to survey plumbing, inspect or test backflow prevention
assemblies, or to require premises isolation (installation of DCVA or RPBA on service) is solely for the
purposes of reducing the risk of contamination of the Purveyor's distribution system.

The Purveyor will inform the customer that any action taken shall not be construed by the customer to
provide guidance on the safety or reliability of the plumbing system. The Purveyor will not provide
advice to the customer on the design and installation of plumbing other than the general public
education program discussed in Element 8.

Except for easements containing the Purveyor's distribution system, the Purveyor will not undertake
work on the customer's premises.

2.3.3 Schedule for Installation of Backflow Preventers

The following table shows the schedule that the Purveyor will follow for installation of backflow
preventers when they are required (based on the hazard evaluation).

PUD Cross Connection Control Program (Resolution 2022-0XX)
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Type of Service Schedule
New connections with cross-connection hazards Before service is initiated
Existing connections within WAC 246-290-490 Table 13- Within 90 days after
type hazards or other high cross-connection hazards notification
category
Existing connections which are non-residential or within Within 180 days after
the special plumbing catergory notification
Existing fire protection systems using chemicals or Within 90 days after
supplied by unapproved auxiliary water source notification
Existing fire protection systems not using chemicals and Within 1 year after
supplied by purveyor’s water notification (suggested)

The Purveyor may consider granting an extension of time for installation of backflow preventer for an
existing connection if requested by the premises owner.

2.4 Element #4 Provision of Qualified Personnel

2.4.1 Program Administration

The responsibility for administration rests with the Board of Commissioners, either as a body or to an
individual director or employee, hereinafter referred to as the Manager. [Add for Joint Program: “By an
inter-agency agreement, the local administrative authority (LAA) may undertake certain administrative
tasks, and the purveyor may undertake additional tasks to assist the LAA.”]

The Purveyor will employ or have on staff at least one person certified by DOH as a CCS to implement
the CCC program. As an alternative, or when no staff or employee are properly qualified, the Purveyor
may retain a properly certified CCS on contract to provide the necessary expertise and services. The
following cross-connection related tasks will be performed by or under the direction of the certified
CCs:

e Preparation of and recommendation of changes to the CCC program;

¢ Performance of and/or review of CCC hazard evaluations;

e Recommendation of the type of backflow preventer to be installed;

e Recommendation of schedules for retrofitting of backflow preventers;

¢ Inspection of backflow preventers for proper application and installation;

e Review of backflow preventer inspection and test reports;

e Review of backflow testing quality control information;

* Recommendation and/or the granting of exceptions to mandatory premises isolation;

* Participation in or cooperation with other water utility staff in the investigation of backflow

incidents and other water quality problems; and
e Completion of CCC Activity and Program Summary Reports when required by DOH.

Other CCC program activities may be delegated, as necessary, to other personnel, including clerical
PUD Cross Connection Control Program (Resolution 2022-0XX)
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support staff. These activities include:
¢ Administration of paperwork associated with service agreements;
* Mailing, collecting and screening of hazard evaluation questionnaires;
* Mailing of assembly testing notices;
e Receiving and screening of assembly test reports;
e Database administration and record keeping of CCC program information;
* Dissemination of public education material; and
* Assist in tasks associated with coordination with the local administrative authority.

The current CCS employed or retained on contract by the Purveyor is:

Name of CCS Jose Escalera

Address 310 Four Corners Rd.

City, State, Zip Port Townsend, WA 98368
Telephone Number 360-385-8348

CCS Certification Number 13325

2.5 Element #5: Inspection and Testing of Backflow Preventers

All backflow preventers that the Purveyor relies upon for protection of the water system will be subject
to inspection and, if applicable, testing. This includes backflow preventers installed for in-premises
protection that the Purveyor relies upon for protection of the water systems.

Inspection and testing of backflow preventers will be as follows:

*  The DOH-certified backflow assembly tester (BAT) will perform inspections of the backflow
preventer for both proper application and verification of correct installation.

¢ A DOH-certified backflow assembly tester will test all assemblies relied upon by the Purveyor
to protect the public water system. —

2.5.1 Frequency of Inspection and Testing

Inspection and testing of backflow preventers will be conducted:
¢ At the time of installation;

PUD Cross Connection Control Program (Resolution 2022-0XX)
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¢ Annually, after installation;
e After a backflow incident; and
e After a repair, reinstallation, relocation, or a replumbing.

The customer will contain the Purveyor if the backflow prenvetor is repaired, reinstalled, relocated or
replumbed. The Purveyor may inspect the changes at that time.

The Purveyor may require a backflow preventer to be inspected or tested more frequently than once a
year when it protects against a high health hazard or when it repeatedly fails tests or inspections.

2.5.2 Responsibility for Inspection and Testing
The Purveyor will be responsible for inspection and testing of all Purveyor-owned backflow preventers.

The Purveyor requires the customer to be responsible for inspection and testing of backflow preventers
owned by the customer. The customer shall employ, at customer expense, a DOH-certified BAT to
conduct the inspection and test within the time period specified in the testing notice sent by the Purveyor.
The test report shall be completed and signed by the BAT, then countersigned and returned by the
customer to the Purveyor, before the due date specified by the Purveyor. The customer may request an
extension of the due date for returning a test report by submitting a written request to the Purveyor. The
Purveyor may grant one extension up to 90 days.

2.5.3 Approved Test Procedures

The Purveyor requires that all assemblies relied upon to protect the water system be tested in
accordance with DOH-approved test procedures as specified in WAC 246-290-490(7)(d). Any proposal
to use alternate test procedures must be approved by the purveyor’s CCS.

2.5.4 Notification of Inspection and/or Testing

The Purveyor will notify, in writing, all customers who own backflow preventers that are relied upon to
protect the water system to have their backflow preventer(s) inspected and/or tested. Notices will be
sent out not less than 30 days before the due date of the inspection and/or test. The notice will also
specify the date (up to 30 days after the due date of the inspection and/or test date) by which the
inspection/test report must be received by the purveyor.

PUD Cross Connection Control Program (Resolution 2022-0XX)
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2.5.5 Enforcement

When a customer fails to send in the inspection/test report within 15 days after the due date specified,
and the Purveyor has not approved an extension, the Purveyor will take the following enforcement
actions:

¢ The Purveyor will send a second notice giving the customer an additional 15 days to send in
the report.

e If the customer has not sent in the report within 10 days of the due date given in the second
notice, the Purveyor will send a third notice, by certified or registered mail [Optienak—or by
hand deliveryX, giving an additional 15 days to send in the report. The notice will also
inform the customer that failure to satisfactorily respond to this notice will result in service
shut-off

¢ The purveyor will send copies of the third notice to occupants of the premises (if different
from the customer), and to the local administrative authority.

e |f the customer and/or occupant has not responded satisfactorily within 10 days of the due
date specified in the third notice, the purveyor will implement service shut-off procedures.

Optienal-Procedure prior to Shut-off: “The purveyor will offer to arrange for the inspection and/or
testing of the customer-owned backflow preventers by a certified BAT and will bill the customer the
actual or typical cost of inspection and/or testing in the service area plus reasonable administrative
costs. Collection and enforcement procedures for such charges will be the same as for other water
utility charges”

2.6 Element #6: Quality Control of Testing Process

Development and implementation of a backflow prevention assembly testing quality control assurance
program.

2.6.1 List of Pre-Approved Certified CCSs and BATs

The purveyor will maintain a list of IocaI certified CCSs and BATs pre-approved by the purveyor to
perform the following activities. H e
e Cross-connection hazard evaluatlons (CCss only)
Backé] . onf lication{CCS b
e Backflow preventer inspection for proper installation (CCSs and BATs); and
e Backflow assembly testing (BATs only).

The list shall be revised annually or more frequently if necessary.

2.6.2 Pre-Approval Qualifications

CCSs and BATs who wish to be included on the pre-approved list must apply to the purveyor and furnish
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the following information:
* Evidence of current DOH certification in good standing;
e Make and model of the testing equipment (BAT listing only); and
e Evidence of test equipment calibration or verification of accuracy within the past 12 months
(BAT listing only)

Optional Information:

e Optional if applicable: Evidence showing possession of a license to operate a business in
(name of jurisdiction).

* Optional: The purveyor may consider the inclusion of the applicant on a current list of pre-
approved CCSs or BATs issued by another public water system with more than 1000
connections having similar quality assurance requirements as sufficient evidence of
qualification to be included on the purveyor’s pre-approved list.

2.6.3 Quality Assurance

The Purveyor’s CCS will review the inspection/test report forms submitted by the customer within 30
days of receipt. Purveyor’s CCS may accept reports that are signed by a CCS or BAT not on the pre-
approved CCS or BAT list provided that the same information as listed in “Pre-Approval Qualifications”
are also submitted to the Purveyor.

Purveyor’s CCS will follow up on reports that are deficient in any way.

The Ppurveyor’s CCS will also report incidences of fraud or gross incompetence on the part of any BAT
or CCS to DOH Operator Certification program staff.

2.7 Element #7: Response to Backflow Incidents

2.7.1 Backflow Incident Response Plan

The Purveyor's CCS will participate in developing a backflow incident response plan that will be part of
the water system’s emergency response program as required by WAC 246-290-415(2). The incident
response plan will include, but will not be limited to:

¢ Notification of affected population;

¢ Notification and coordination with other agencies, such as DOH, the local administrative

authority, and the local health jurisdiction;

¢ |dentification of the source of contamination;

* Isolation of the source of contamination and the affected area(s);

* Cleaning, flushing, and other measures to mitigate and correct the problem; and

e Apply corrective action to prevent future backflow occurrences.

2.7.2 Technical Resource

PUD Cross Connection Control Program (Resolution 2022-0XX)
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The Purveyor will use the most recently published edition of the manual, Backflow Incident Investigation
Procedures, First Edition,1996, published by the PNWS-AWWA as a supplement to the Backflow Incident

Response Plan.

2.8 Element #8: Public Education for Consumers

2.8.1 Customer Education

The Purveyor will distribute with water bills, at regular intervals, information brochures describing the
cross connection hazards in homes and the recommended devices that should be installed by the
homeowner to reduce the hazard. The education program will emphasize the responsibility of the
customer in preventing the contamination of his/her water supply. The purveyor shall distribute
information brochures to all customers every two to three years, and to every new customer at the
time of signing of a service agreement. The information brochures may be obtained from:
o ThelilehorSystoraspadeod by tho ol
e Pacific Northwest Section (PNS), American Water Works Association (AWWA);
* Spokane Regional Cross-Connection Control Committee (SRC4);
*  Western Washington Cross-Connection Prevention Professionals Group (The Group);
e University of Southern California Foundation for Cross Connection Control and Hydraulic
Research; and
e Other national backflow prevention associations, such as the American Backflow Prevention
Association (ABPA);Otherbackflow preventionassociations-and-otherwater utilities,
e  The Purveyor; and
e Other water utilities

Information distributed by the Purveyor will include, but not limited to, the following subjects:
e Cross-connection hazards in general;
e Irrigation system hazards and corrective actions;
e Fire sprinkler cross-connection hazards;
e Importance of annual inspection or testing of backflow preventers; and
* Thermal expansion in hot water systems when backflow preventers are installed.

The Purveyor will distribute information brochures to all customers every two to three years, and to every
new customer at the time the service agreement is signed.

2.8.2 Public Outreach

In cooperation with other water utilities, the Psurveyor will participate in an outreach program
consisting of:
e Distribution of cross-connection information to hardware and plumbing stores serving the
area;;ahd
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e Participation in fairs, exhibits and other events; and-

¢ Special education sessions for irrigation contractors, fire sprinkler contractors, local backflow
assembly testers, etc.

2.9 Element #9: Record Keeping for CCC Program

2.9.1 Types of Records and Data to be Maintained

The purveyor will maintain records of the following types of information required by WAC:

e Service connections/customer premises information including:

¢ Assessed degree of hazard; and

e Required backflow preventer to protect the public water system.

e Backflow preventer inventory and information including:

¢ Air gap location, installation and inspection dates, inspection results and person conducting
inspection;

e Backflow assembly location, assembly description (type, manufacturer, make, model, size
and serial number), installation, inspection and test dates, test results, and person;
performing test; and

¢ Information on AVBs used for irrigation system applications, including manufacturer, make,
model, size, dates of installation and inspections, and person performing inspections.

Where applicable, the foregoing information will also be maintained for backflow preventers installed
for in-premises protection that are relied upon by the Purveyor to protect the public water system.

2.9.2 Reports to Be Prepared and Submitted

The Purveyor will prepare the following reports as required by-BOHby WAC 246-290-490, which
include: . The purveyor’s CCS will prepare or review the reports for correctness.
e Cross-connection control program activities for the calendar year, to be sent to DOH when
requested;
e Cross-connection control program summary information, when required, or when there is
significant policy changes;
¢ Backflow incident reports, to DOH and PNWS-AWWA CCC Committee; and
e Documentation when exceptions to mandatory premises isolation are granted.

At a minimum, the Purveyor’s CCS will prepare and sign the exceptions reports and all CCC-related reports
required by WAC 246-290-490. The manager of the public water system shall sign the CCC reports before
submission to DOH.

2.10 Element #10: Special Requirements for Reclaimed Water Use

Currently, the Public Utility District #1 of Jefferson County water systems do not receive or distribute
reclaimed water. In the event that reclaimed water use is proposed within the System service area, all
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cross-connection control requirements mandated by the Permitting Authority in accordance with
Chapter 90.46 RCW will be made part the CCC program and be complied with such additional

requirements.

Section 3 - OTHER PROVISIONS

3.1 Coordination with Local Administrative Authority

Both WAC 246-290-490 and the Uniform Plumbing Code requrie €coordination between the water
purveyor and the local administrative authorlty in matters pertalnlng to cross-connection control is
required by & c . The Purveyor will provide Aa copy
of this CCC program s—prewéed—to the Jefferson County Bmldmg Inspector (the local authority for
plumbing inspection) via a copy of the Purveyor's water system plan or in a separate document. The
purveyor will inform the plumbing authority of any changes in policy or procedure that may impact the
plumbing authority

The ManragerPurveyor will provide information to the Jefferson County Building Inspector (plumbing
authority) in a timely manner of:
* Any requirement imposed on a residential customer for the installation of a DCVA or RPBA on
the service, with a description of the cross-connection hazard identified,
* Any upgrade of the backflow prevention for premises isolation, i.e. from a DCVA to a RPBA,
* Any action taken to discontinue water service, and
e Any backflow incident known by the Purveyor to have contaminated the public water system or
a customer’s plumbing system.

3.2 Recommended Option, if no Existing Written Agreement: Written Agreement with
Local Administrative Authority

The purveyor will pursue a written agreement with the Local Administrative Authority regarding the
details of the coordination between the two parties. The agreement will include, but not be limited to,
the following items:

* The purpose of the written agreement;

e Identification of the parties and other interested agencies;

e Delineation of responsibilities;

* Procedures regarding new service connections

* Procedures regarding existing and changes to existing services;

e Special policies and procedures, such as for fire protection and irrigation services;

* Procedures regarding water service shut-offs, backflow incidents, and other events;

e Communications between parties; and

e Other contingencies.

PUD Cross Connection Control Program (Resolution 2022-0XX)
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3.3 Prohibition of Return of Used Water

The water system must prohibit the intentional return of used water to the Purveyor’s distribution
system per WAC 246-290-490(2)(1). Used water is defined as water that has left the control of the
purveyor. This includes water used for heating and cooling purposes, and water that may flow back into.
the distribution system from customers with multiple connections.

Therefore, it is the policy of the water system to:-
* Prohibit the intentional return of used water to the distribution system by any customer
served by the public water system: and
* Require that all customers with multiple connections, where the hydraulics permit the
potential return of used water, to install a backflow preventer (DCVA or RPBA) commensurate
with the degree of hazard at each point of connection.

3.3.1 Unapproved Auxiliary Supplies

All water supplies other than those owned by the Purveyor are considered unapproved auxiliary
supplies as defined in WAC 246-290-010. The purveyor will require the installation of an RPBA for
premises isolation at the service connection of any customer having an unapproved auxiliary supply on
the premises, whether or not there is a physical connection between the auxiliary supply and the
purveyor’s system. The Purveyor will require the installation of a DCVA for premises isolation at the
service connection to any customer with an unapproved auxiliary water supply whether or not there is a
physical connection between the auxiliary supply and the Purveyor’s water system.

3.3.2 Tanker Trucks

The Purveyor may allow tanker trucks to obtain water from the water system under the following
conditions:
* The tanker truck is equipped with an approved AG or an approved RPBA, with a current
satisfactory inspection or test report.
*  Optienal-The tanker truck shall obtain water from Purveyor designated watering points
only. These watering points are equipped with Purveyor installed backflow preventers.

3.3.3 Temporary Water Connections

The Purveyor will not supply water through temporary connections, such as those used for
construction projects or main disinfection, except through a backflow preventer arrangement approved
by the Purveyor. The applicant for the temporary connection shall document that the backflow
preventer is of an approved model and has passed an inspection and/or test within the past 12 months_
and/or upon relocation, whichever is more recent.
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3.3.4 Interties and Wholesale Water Customers

The Purveyor will require that interties with other public water systems (PWS) or wholesale customers
(such as mobile home parks) be isolated at the point of delivery by:

e aminimum of a DCVA,

* aminimum of an RPBA if the Purveyor considers the customer to be a high health hazard.

The Purveyor may waive or reduce the level of protection at the intertie, if the purchasing public water
system or wholesale customer:

Ontronal- he D oVIOr Mo

* Is a Group A public water system not exempt from DOH regulation as per WAC 246-290-020(2);

e Has a CCC program that complies with WAC 246-290-490 and which has been approved by
DOH; and

* Implements the CCC program at a level satisfactory to the Purveyor.

3.4 Inclusion of a written CCC program in a Water System Plan (WSP) or a Small Water
System Management Program (SWSMP)

3.4.1 Relationship to other planning and operations program requirements

The purveyor will consider the requirements and consequences of the cross-connection program upon
the planning and operations requirements of the water utility. Such considerations include, but are not
limited to:
* Ensuring and promoting adequate communication between CCC program personnel and other
water utility staff;
* Ensuring that adequate training is provided to all staff to recognize potential cross-connection
control problems;
* Ensuring that cross-connection issues be considered in water quality investigations;
* Ensuring that the design of the water distribution system make adequate provisions for
expected head losses experienced by backflow assemblies;
* Ensuring that the CCC program personnel be consulted in the design of water and wastewater
treatment facilities and when proposals are made to receive or distribute reclaimed water;
* Ensuring that operations under normal and abnormal conditions do not result in excessive
pressure losses; and
* Provisions for adequate financial and administrative resources to carry out the CCC program.
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PUD

Jefferson County
Public Utility Dlstrlct

AGENDA REPORT
DATE: January 25, 2022
TO: Board of Commissioners
FROM: Samantha Harper, P.E.
RE: Risk and Resilience and Emergency Response Plan Presentation

BACKGROUND: The America’s Water Infrastructure Act of 2018 (AWIA) amended the Safe
Drinking Water Act (SDWA) and included new resilience requirements for drinking water
utilities. AWIA requires that community water systems certify the completion of the Risk and
Resilience Assessment and Emergency Response Plan (ERP) to the US Environmental Protection
Agency (U.S. EPA). The timelines these two plans are:

¢ Risk and Resilience Assessment: June 30, 2021; and
e Emergency Response Plan: December 30, 2021

In December of 2020, staff solicited consultants, through a Request for Qualification (RFQ)
process, to complete a water system Risk and Resilience Assessment (RRA) and Emergency
Response Plan in compliance with the requirements of America’s Water Infrastructure Act of
2018 (AWIA). Also, the RFQ reserves the right to retain the selected consultant to do an
Electrical System Vulnerability and Risk Assessment (VRA) and to include all of the PUD’s
utilities (electric, water, community septic and broadband) in the Emergency Response Plan.
Tetra Tech, from Seattle, Washington selected to completer the RRA and ERP.

The RRA and ERP have been completed and submitted to EPA per the timelines above.

ANALYSIS/FINDINGS: Tetra Tech will be presenting AWIA compliance requirements, process
and summary of results.

FISCAL IMPACT: None
RECOMMENDATION: Discussion and information.

Attachment: JPUD AWIA Risk and Resilience Assessment Presentation

Ph (360) 385-5800 jeffpud.org 310 Four Corners Road, Port Townsend, WA 98368
Public Utility District No. 1 of Jefferson County is an Equal Opportunity Provider and Employer
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Jefferson County
Public Utility Distri ct

AWIA
Risk and Resilience Assessment

PUD Board Meeting Presented by Brian Murphy PE,
January 25, 2022 Vice President/Project Manager
Tetra Tech

-nn fal

j P | | - -

0 H B




@TETRATECH
PUD Staff AWIA RRA Participants

* Kevin Streett, General Mgr.  Randy Calkins, Water Dist./Sewer Mgr.
e Samantha Harper, Engineering Dir. e Scott Bancroft, Operations Dir.
 Mike Bailey, Finance Dir. e Eric Storey, WTP Operator

e Jean Hall, Customer Services Dir. e Colton Worley, SCADA Tech

e Will O’'Donnell, Communications Dir. e Alex Gerrish, GIS Specialist

e Kris Lott, IT Mgr.  Kara Rogers, Admin. Assistant
e Jimmy Scarborough, Elec. Eng. Mgr.
e Lori Rae, Broadband Spvsr.
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Jefferson County PUD is in Compliance

Next Cycle
Population RRA ERP

>100,000

50,000 - 99,000 - June 30, 2021

3,301-49,999 = June 30, 2026 Dec. 31, 2026

« EPA pushing compliance down to States
* 5-Year updates

* Required cyber action steps are anticipated
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Executing the Methodology

1. Asset Characterization Workshop
Series 1

2. Threat Characterization
Field Data

Collection
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w
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o
-
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3. Consequence Analysis

4. Vulnerability Analysis

Workshop
Series 2
5. Threat Analysis

6. Risk/Resilience Analysis
Workshop
Series 3

7. Risk/Resilience Management




n TETRA TECH

Consequences Matrix (Water)
L ]
5 s 5 > ,

Human Health and Safety Consequences

Fatalities Any None None None None
Serious Injuries Any off site Any on site None None None

Environmental Impacts Irreparable Very Severe Severe Moderate Low

Utility Financial Consequences
Uil >$1.5 million  $750,000 - $1.5 million  $250,000 - $750,000 $30,000 - $250,000 <$30,000

o]l @®elplile[Sg[efs] Found Negligent Do Not Use Boil Water Order <3 Water quality 0 - 3 Water quality complaints
complaints
Ol Igkersd National Adverse Regional Adverse Media Local Adverse Media  Neighborhood Coverage No Media
Media
\EENT R RSl e=BbRIEl]  System Wide  Multiple Pressure Zones  Single Pressure Zone Subdivision Few Services
Water Loss (Curtailment) Severe Mandatory Voluntary Alert None
Percentage of Service Connections 100% 61% - 99% 31% - 60% 10% - 30% <10%
Affected
Duration of Loss >12 hours 8 - 12 hours 6 - 8 hours 4 - 6 hours <4 hours

Regional Economic Loss

REEIEINId Nl Catastrophic Severe Major Moderate Minor
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Consequences Matrix (Power)

Potential Consequence
Human Health and Safety Consequences

Fatalities Any None None None None
Serious Injuries Any off site Any on site None None None
Environmental Impacts Irreparable Very Severe Severe Moderate Low

Utility Financial Consequences

Utility Economic Loss >$8 M $6 M - $8 M $4 M- $6 M $1M-$4M <$1 M

Oilas el Regional Adverse Regional Adverse Media Local Adverse Media Neighborhood Coverage No Media

Media
Number of Transmission to 3 2 1 0 0
Distribution Connections Affected
>6 hours 4 - 6 hours 2 - 4 hours 1 - 2 hours <30 minutes - 1 hour

Regional Economic Loss

Regional Economic Loss Catastrophic Severe Major Moderate Minor
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@TETRA TECH
Top 10 Priority Assets

Utility Regional

Human | Financial | Economic Utility | Regional

Asset Priority | Priority Priority Human |Financial | Economic
Type Level Priority | Priority | Priority Total Priority
Cyber Critical Asset Level Level
Reservoir Bywater Bay Bywater 5 5 2 12
Reservoir SCADA PLCs - Water Treatment Plants (WTPs) 1 5 4 10
Reservoir  Gardiner Reservoir #2 5 5 1 11 Phone System (VolP, on-prem) 4 3 1 8
Reservoir  Quilcene = Forest Service 5 5 1 1 -
R : NISC iVue 1 5 1 7
eservoir
Reservoir Bywater Bay Shine Reservoir 3 5 2 10 GIS 1 5 1 7
Reservoir  Gardiner Reservoir #1 5 4 1 10 iTron AMR System 1 4 1 6
Well Gardiner = Gardiner Well 5 3 1 9 ISP 1 4 1 6
Reservoir  Lazy-C Upper Zope 5 3 1 S Remote Access - Enterprise 1 3 1 5
Reservoir
Reservoir.  Coyle  Coyle Reservoir 5 3 1 9 SCADA Network 1 3 1 5
Pump Quimper | Chevy Chase 5 2 1 8 Enterprise Network 1 3 1 5
Stati GC Boost
ation O.OS o Enterprise Server Infrastructure (standalone) 1 3 1 5
Station
Pump Quimper |~ Ocean Grove 5 2 1 8 Enterprise Server Infrastructure (virtual) 1 3 1 5
Station Res Booster
Station
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Evaluated Assets

* Identified assets
=16 Cyber
=59 Water
=14 Power
* Assets advanced to Threat Characterization and Consequence Analysis
=16 Cyber
=27 Water
=14 Power
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43 EPA ldentified Threats

* Contamination (5)
* Sabotage (2)

* Aircraft Attack (4)
* Marine Attack (4)

* Vehicle Attack (4)

* Assault Team (4)

* Theft (2)

* Natural (7)

* Dependency/Proximity (6)
* Cyber (5)

32 selected as reasonable for Water System
27 selected as reasonable for Power

@ TETRA TECH
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Threat-Asset Pair Development

JPUD Water Physical Assets
& - N
& & e
4 & /& SF S S S P * S &8
L E P S SESETEE S S S8 S &
& /E S & E N NS SER S SN S E S S SE S
. * X
£ @6 > & - ¥ ‘___f‘ & S «
System Asset Type Asset ©(8) | C(C) | C(P) | C(R) S(P1) TP | T(PU) | (A1) | (A2) | (V1) | (V2) | (V3) | (V4) | (AT1) | N(E) | N() | N(W) m) N(L) | D(C) | {E) | D(P) | D(S) | D(T) | D(U)
Al Facility 5 mpd""" i 1 1 1 1 . 1 1 1 9 4 49 1 sl 9| of 9 | o 9 of 9 9
Quimper  [Pump Station |CeYY Chese Gok o s| s s 2 1 11 1 1 s s 5 1| 1 1 8 1 1] | ] 9 9 1
| Pump Station (350 gpm twin)
Quimper  |Pump Station [Coen Srove Reservolr Booster Pump 5[ s| s s| 2 | 1| 9| 1| s 5| 5| s| || 2 1 sI 1 | o o o] o o
| Station (220, 150 gpm)
Lazy-C Booster Pump Station (36 gpm) I
Lazy-C Pump Station |and Low Zone Reservoirs (220,000 5 5 5| 2 ' | 1 1 1 S 5 5 . | 2 1 S 5 1 1 1 1
gal)
Coyle Pump Station s”"”’_ SYVSSEES Coive 0Caly g sl s| s s| 2 1 1 1 1 s sl sl s | 2 1 s 5| il 1 1 1 1),
Bywater Bay |Reservoir | Bywater Reservoir (84,000 gal, steel) s| s s s 1| 1 s| s s s s 1| 1| s 1 3 3 IR
Gardiner  |Reservoir  |Reservoir #2 (210,000 gai, conc) s| s| s| s s 1 | s| s| s| s| s o o s of o 1 I EE 1
; | Forest Service Reservoir (87,000 gal,
Quicene  [Reservoir | " prs s[ 5| s sl 5| 1 1 s| s s sl 5I sl 1 sl 1| 3 3 B :
Bywater Bay [Reservoir  |Shine Reservoir (127,000 gal, conc) si s s s 5| 1 1 2| s| s s 1 | sl o 1 1 R B
(Gardiner  |Reservoir  |Reservoir #1 (20,000 gal, conc) sl s s s 5| 1 | 1| o] s| s/ s 1| 1| s 9 o 1 | 9 9] 1 1
LazyC  [Reservor  |UPPOrZone Reservolr (33,000 gel 5] s| s| s 5I | 1| s s s sl 5[ sl 1 s 1| 3 3 | | af sl 1,
Coyle Reservoir _|Coyle Reservoir (100,000 gal, conc) s| s s s 5| 3l 3] 2| 2| s| s s 1| 1] s 1 1 1 | ] 9 1] g 4
Triton Cove  [Reservoir T"“)' N SRR £0.000 968 sl 5| s 5' s| 1 | 1 1 sI 5| s| 1 1| s 1f 4 1 | 9 9] 1 s| 1
Snow Creek [Reservoir | 3 XIR Pbehvo ESY o si sl sI sl s| 1 | 1 1 sl 5I 5| 1 1| s 9 9 1 1 1 1 1 1
TM"" View  |Reservoir  |Low Zone Reservoir (47,000 gal conc) ] s 5| 5 s| 1 | 1 1 5[ s| s 1 1| sf 9 9 1 1 9 1 9 9 1
Transmission | Tri-Area Reservoir Transmission i
Quimper : H: | a9 4 1] 1 il 1 1 2| 2 2 2| 1 s 1 1 1 | 9] 9 9 9 1
Gardiner  |Well Gardiner Well (305 gpm) si; s| s s 2| al 3] 9| 1| s| s s s i 1 1| a3 3 IR B 1
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Adversary ©

Inadequate Intrusion

Security |

" Adversary

Delay Respond St s

Adequate . .
Security |< Response Time After Action Report
! I
I I
/./—_\\'s,‘;_ hﬂ\* “'f,—\'\ ! .--”j/—\“\.IQ/\"L f—\ ! »"A'%‘:-.
Reconnaissance  Intrusion Exploitation = poiviode m Discovery Evasion . Denial-of.

®
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Consequence Analysis
Table 14. Physical Threat-Asset Pair Consequences: Water

Threat-Asset Pair Owner Financial Impact Communi Economic Im
= e
Serious| Financial Financial Duratlon Econom:c
Asset Threat Fatalities | Injuries| Impact ($) | Total a($) mnd) S
All Administration (AT1)—1 Assailant 10 10 50,000,000 156,080,000
Building,
Operations
Shop (shared
with power)
Quimper Chevy Chase C(B)—Biotoxin 25 25 16,000 265,221,152 14 0.092 1,255,904
Golf Course  C(C)—Chemical 1 20 16,000 29,781,152 14 0.092 1,255,904
Booster Pump  ¢(P)—Pathogen 5 20 16,000 68,181,152 14 0092 1,255,904
Station  o(R)—Radionuciide 0 20 16000 20,181,152 14 0092 1,255,904
(V1)—Car 0 0 105,000 107,576 7 0092 627,952
(V2)—Van 0 0 105,000 107,576 7 0092 627,952
(V3)—Mid-size Truck 1 5 105,000 14,747,576 7 0.092 627,952
(V4)—Large Truck 1 5 105,000 14,747,576 7 0092 627,952
N(W)—Wildfire 0 0 0 0 0 ob ob

TGO 2% |
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Vulnerability Analysis

Threat-Asset Pair Vulner- | Likeli-
stem Asset abili hood

All Administration  (AT1) 05  0.000001 vulnerability: Relatively high because it is a new building, but under
Building, construction during site visit. Front door locked, with electronic access control
Operations system. Water Operations Shop is on Kennedy Rd.
Shop Likelihood: 1 attack per 100,000 utilities every 10 years.

Quimper Chevy Chase C(B) o 0.00001 . }

Golf Course c(C) 0.00001 Vulnerability: Relatively low. Locked vault underground (retrofit-attached bar
Booster Pump and padlock), adjacent aboveground telemetry and power. No fence. No

Station (350 intrusion detection. Would need to counter pressure to inject contaminant.

gpm twin Would also need to traverse golf course to access the asset.
) g:g gg 0' Likelihood: 1 event per year per 100,000 utilities.

(v1) 04 0000001 Vulnerability: Relatively low. Not likely an attractive target because the
(v2) 0.4 0.000001 booster pump station is in an underground vault and there is little infrastructure
(v3) 0.4 0.000001 3boveground to locate the booster pump station if an attacker were to look for

it.
(V4) g LELLLLIL Likelihood: 1 event per 100,000 utilities every 10 years.

N(W) ° Vulnerability: Underground concrete vault, with control panel aboveground.
On edge of golf course, but near vegetated area. According to USFS Wildfire
Risk to Communities website, this booster pump station location is mapped as
being “Directly Exposed” to fire sources, such as embers and home-to-home
ignition (U.S. Forest Service, 2020).
Likelihood: From Table 2 and Figure 37 of April 2018 USFS Pacific Northwest

Quantitative Wildfire Risk Assessment: Methods and Results report
(Gilbertson-Day et al., 2018).

TGO €Y |
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Cyber Risk and Resilience Analysis

Threat-Asset Pair
ity | Threat Likelihood
Enterprise Network S(CI)
S(CU)
Phone System (VolP, on-prem) S(CI)
S(CU) )
NISC iVue S(CI) 0.3
S(CU) 0.3
T(Cl) 0.3
T(CU) 0.3
GIS S(CI) 03
S(CV) 03
NISC Customer Billing Portal T(CI) 03
T(CU) 0.3
Enterprise Server Infrastructure (standalone) S(CI) 03
S(CU) 03
Enterprise Server Infrastructure (virtual) S(CI) 03
S(CV) 0.3
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Risk and Resilience Analysis

Asset |

Threat-Asset Pair Outage | Outage Utility Threat
' Duration | Severity | Financial |Vulner-| Likeli-

Ttat

Bywater Bywater C(B)—Biotoxin 14 012 265231720 06  0.00001 @ 0.00001

Bay  Resenoir  C(C)—Chemical 14 012 29791720 06  0.00001 o 55008
C(P)—Pathogen 14 012 68191720 06 000001 409  0.00001
C(R)—Radionuclide 14 012 20,191,720 06 000001 121  0.00001
S(PI)—Phys. Insider Sabotage 1 0.12 3,480 1 0.05 , -
(A1)—Helicopter 9 012 543200 05  0.000001 @
(A2)—Small Plane 90 012 543200 04  0.000001 o= 000
(V1)—Car 90 012 543200 05 0000001 027  0.000005
(V2)—Van 90 012 543200 05 0000001 027  0.000005
(V3)—Mid-size Truck 90 012 543200 05  0.000001
N(E)—Earthquake 90 012 543200 08  0.002

Gardiner Reservoir#2 C(B)—Biotoxin 14 004 265252240 06 @ 0.00001 =88 NS66e0
(Gardiner) C(C)—Chemical 14 004 29812240 06  0.00001 179 0.000003
C(P)—Pathogen 14 004 68212240 06  0.00001 409 0.000003
C(R)—Radionuclide 14 0.04 20,212,240 06 0.00001 121 0.000003
S(PI)—Phys. Insider Sabotage 1 0.04 3,160 1 0.05 158 0.002
(A1)—Helicopter 90 0.04 1,014,400 05 | 0.000001 1 0.000002
(A2)—Small Plane g0 0.04 1,014,400 05 0000001 041 0.000001
N(E)—Earthquake 80 004 1,014,400 08 0.002 1,623 0.006
D(T)—Transportation 0 0 100,000 1 125 125,000 0
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CIP Development

Threat itigati Mitic
PHYSICAL ASSETS
Groundwater C(C)—Chemical ¢ Replace residential grade construction door with security door $2,500 @
Well #1 - Snow C(R)—Radionuclide and frame with security hinges and deadboit.
Creek (Snow  C(B)—Biotoxin » Replace skylight with locking, secure hatch cover $2,500
Creek) C(P)—Pathogen e Install intrusion detection with capability to shut the well down $5,000
and alert staff and authorities e

| Subtotal  (§10,000)
Groundwater C(C)—Chemical o Replace residential grade construction door with security door $2,500 241
Well (Mats C(R)—Radionuclide and frame with security hinges and deadbolit
View Terrace) C(B)—Biotoxin e Replace skylight with locking, secure hatch cover $2,500

C(P)—Pathogen o Install intrusion detection with capability to shut the well down $5,000

and alert staff and authorities
| Subtotal  $10,000
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Top Cyber Asset Priorities

2020: ~170% Increase

o
ey
—

Asset Threats Cost Benefit : Cost
Ratio

Enterprise Assets Sabotage $315,600 31.68
Theft
SCADA Assets Key Service $213,920 0.93

Provider

. ANO
Spoofing (2019: 25,789) 2020: ~40% Increase

2020: ~5% Increase

Tech Support (2019: 13,633)

o 2020: ~300% Increase

|
|

Malware (2019: 2,373)

EPA Likelihood Baselines

Physical Attack =1 in 100,000 or 1,000,000
Cyber attack =1in 3

3,000 Water Utility Cyber Attacks
Annually since 2015

2020: ~240% Increase

Ransomware (2019: 2,047)

|
|

2020: 7?

Attack Mode

Operational Control

Utility (2019: 50,449)

«Q
)
N
\l
o
=
(€))
iy

2020: ~220% Increase

e |
—_—)



How Likely Is That? Well, Since We Started...

* A pandemic locked down staff, suppliers, and producers
* A street-side explosive laden vehicle was ignited

* Texas froze threatening power and water utilities

* Civil unrest at US capitol

®* Months long, nationwide BLM protests

* Regional wildfires burned through populated areas
* A SCADA hack directly contaminated a water supply
* Local utilities experienced cyber breaches

* Municipal building workplace shooting killed 12

* Ransomware attack shut down east coast fuel supplies

TS J0 g7 ab
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What’s Next

e 2026 RRA/ERP update

« State assumption of compliance and closer monitoring
* Required security measures as seen in power sector

* Increased cyber threats

* Recommended: Training

* Recommended: Begin to fund and implement security needs annually
* Make security discussion a part of all new assets

TG JO 6¥ |
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Area

Description

Project
Cost

Grant # of Miles Date

Response

Completed
By Date

1. NTIA Quilcene to
Gardiner

2. PWB Anderson Lk
Rd
& Hwy 20

3.WSBO Cape George
Woodland Hills
Marrowstone

4a Chimacum,
WSBO Coyle

4b USDA Chimacum,
ReConnect Coyle

TG Jo TG abed

$12.2M

$1.09M

$11.4M

$3.2M

$13M

Request Customers | Of Fiber | Submitted

$10.4M S$1.15M S$725K 1680 136 8/17/21
WSBO

$1.09M n/a n/a 74 8.3 10/4/21

$9.7M S750K S950K 646 100 11/30/21

$3.2M n/a n/a 797 114 12/30/21

$9.7M S3.2M n/a 797 114 Feb 2022

TBD

Received

Received

February

TBD

Dec 20227

Dec 2023

Dec 2024

Aug 2023

Dec 2025
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